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TOP TIPS WHEN REVIEWING SECURITY 

 

ASSESSMENT OF SECURITY REQUIREMENTS 

 

1.   A museum seeking Arts Council England Accreditation must obtain security 

advice for stored and exhibited collections at least every five years, and earlier, if 

needed.   It must plan to act on the advice given.   The following guidance is given to 

assist museums with the process. 

 

THREATS  

 

Crime 
2.   There is a tendency to think only in terms of the professional criminal.   For the 

small museum losses often result from the opportunist taking advantage of vulnerable 

display arrangements. 

3.   The potential level of threat is mostly determined by value, attractiveness and 

portability.   At the same time, how much risk is the criminal likely to take, or the 

degree of effort to achieve his objective? 

Fire 
4.   Very often the greatest threat – old buildings, old wiring and substantial demand 

for display arrangements and technologies.   In the event of a fire a whole collection 

can be lost or seriously damaged by smoke.   Fire is of course also a considerable 

threat to safety. 

 

RISK ASSESSMENTS  

 

5.   In the light of the threats detailed above and their scale a structured assessment is 

needed to identify the different risks and then to decide on the measures needed to 

counter them. 

 

Crime 

• Is the museum and its collection vulnerable by virtue of the nature of the area 

and geographical location?  

• Is there any previous experience of crime? 

• How strong are the doors and windows, especially by virtue of being on the 

ground floor or onto flat roofs? 

• Are there internal divisions that can add layers of protection to collection areas 

out of hours, but make it difficult to monitor some areas during open hours? 

• In effect is the collection store a concentration of valuable material? 

• Do arrangements for the display of valuable, attractive and portable items 

provide display cases with good attack resisting qualities that are alarmed and 
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overseen by recorded CCTV?   Where it is perceived that the level of risk is 

not particularly high should only certain elements apply? 

• Where items are on open display are there arrangements to prevent theft and 

damage?     

• What are the arrangements for intruder detection (burglar alarm) and response 

out of hours?   Is it a system with arrangements for a police or other response 

or is it just a “bells only system”? 

• Is there a CCTV system and is it monitored by a member of staff during open 

hours and is it digitally recorded?  

• Is there external security lighting activated by PIR detectors covering 

vulnerable areas and staff routes?   Are the detectors and lighting units out of 

immediate reach?  

• What are the invigilation arrangements during open hours and is CCTV 

actively used for this purpose? 

• What are the key management and operating procedures?   Are there secure 

arrangements for internal keys and are the keys taken from the building only 

those necessary for opening and closing? 

  

Fire & Safety 

• Are electric cabling and fittings safe? 

• Is all equipment safe? 

• Have the above been professionally tested and certified? 

• Has there been an accumulation of inflammable rubbish? 

• What are the arrangements for fire detection both during open and closed 

hours?   Out of hours is there a response by the local fire and rescue service or 

other arrangement?    

• Are detection systems regularly tested and serviced? 

• Are there clearly marked designated emergency exits with clear and protected 

routes? 

• Are there appropriate fire extinguishers and are they regularly serviced? 

• Is there an evacuation plan? 

• Are staff made aware of their responsibilities and the evacuation plan? 

 

COUNTERING THE THREAT 

 

6.   Having identified the risks and their scale now comes the point when the 

organisation needs to decide on how the threats can be mitigated, although this might 

have to be balanced to a degree by the resources that are available or can be secured in 

the future.   Identify a selection from the following options to mitigate risk. 

 

Security 

• Provide strong external doors in matching frames and fitted with mortice locks 

at 1/3rd and 2/3rd levels (with matching hinge bolts for outward opening ones).  

( In some case this will apply to internal doors)    

• Provide secondary security features e.g. roller shutters, sliding collapsible 

gates, bars or grilles to doors and windows   

• Install attack resisting 11.3mm laminated glazing 

• Board over unnecessary windows (can also provide exhibiting surface) 
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• Keep the collection store in a separate secure alarmed state with strict control 

on access and possibly with no windows and a strong door 

• Fit key operated window locks  

• Think in terms of arranging for any temporary exhibition gallery to be capable 

of being kept in a separate secured alarmed state even when the remainder of 

the building is occupied 

• Have an intruder detection system fitted with police or other arrangements for 

response 

• Install digitally recorded CCTV system that captures an identifiable image of 

all visitors and covers most valuable and/or vulnerable parts of the collection 

on display 

• Keep internal keys in a security key cabinet with limited access 

• Provide physical security for vulnerable material on display e.g. display cases 

and rope barriers 

• Provide alarms to monitor material on display 

• Provide control of access to private areas e.g. numerical locks 

• Install security lighting 

• Make arrangements for invigilation by attendants during open hours, possibly 

in conjunction with CCTV monitoring 

 

Fire & Safety 

• Take professional advice on the state of electric cabling and equipment 

• Remove inflammable rubbish – both internal and external 

• Take professional advice on the provision of a fire detection system or 

suitability of the existing one 

• Make suitable arrangements for the response to the fire detection system 

• Take professional advice on fire extinguishers and servicing arrangements 

• Draw up an evacuation plan 

• Ensure that the staff are suitably trained for evacuation and use of 

extinguishers 

• Designate evacuation routes and emergency exits with suitable signage 

 

ADDITONAL GUIDANCE 

 

Publication 
 

Additional security advice for museums is available in the former MLA publication 

Security in Museums, Archives and Libraries, which can be found on the Collections 

Trust website at http://www.collectionstrust.org.uk/security/security-in-museums-

archives-and-libraries-a-practical-guide     

 

Loans from National Institutions and Under Government Indemnity 

 

Any intention to use the premises for loans from national institutions or under the 

Government Indemnity Scheme (GIS) dictate that certain security measures need to 

be taken - see Arts Council England (ACE) website. 

 

Physical Security Standards 

 



 

4 

 

There is no one source for standards for physical security products, but the following 

are useful: 

• BS 3621: 2007 for locks 

• BS EN 1303: 2005 for lock cylinders 

• BS EN 12320: 2001 for padlocks 

• BS 5544; 1978 and BS EN 356: 2000 for anti-bandit glazing 

• LPS 1175 for building products (see www.redbooklive.com ) 

• BS 5454: 2000 for recommendations for the storage and exhibition of archival 

documents that includes security standards 

 

Display Cases 

 

Display cases are the last line of defence for exhibits, but they are often also needed to 

provide a controlled microenvironment.   Varying degrees of protection can be 

provided, from that designed to reduce the risk of accidental damage through to 

protection for small, attractive or fragile objects that need to be housed in strong, 

attack-resisting cases.   If a case is sufficiently robust to resist attack it can 

compensate to a degree for limitations in another element of security provision e.g. 

the availability of attendants. 

When considering the security qualities of a display case the four main elements to 

consider are: the lock, hinges, the framing, and the glazing.   The locks need to be of a 

good standard and resistant to picking and direct physical attack, which is more easily 

achieved if they are hidden from view.   The hinges need to be of a similar standard, 

being well secured to the case, whilst construction of the frame should be such that an 

attack will not affect the overall integrity of the case.   Glazing needs to be laminated 

and set well into the frame.    

 

Intruder Detection Systems 

 

New intruder detection systems need to meet BS 8243 as defined by PD 6662:2010 

Scheme for the application of European Standards for Intruder and Hold-up Alarms.   

Any connection to an alarm receiving centre needs to be over a monitored line (e.g. 

BT RedCare) to an alarm-receiving centre to initiate a police response.    Where 

telephone lines are vulnerable to attack and high risk is involved a dual signalling 

system is needed (e.g. BT RedCare GSM & CSL DualCom).    

 

Disaster Planning 

 

The East Midlands Museum Service produces an Emergency Manual for Historic 

Buildings & Collections on CD DOM.   This provides an interactive framework to 

assist museums; record offices and historic properties develop their own emergency 

plans.   It can be purchased from EMMS – East Midland Museums Service, Centre for 

Museum & Heritage Management, Nottingham Trent University, Clifton Lane, 

Nottingham Trent University, Clifton Lane, Nottingham, NG1 8NS.   See website at 

www.emms.org.uk  

 


